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Nairobi, Kenya September 2013 – Westgate Mall

The Birth of Modern Jihadism

Over 120 training camps operated in Afghanistan and Pakistan, run by a variety of militant groups
Financial Industry training camps existed within major camps, to include camps on firearms,
explosives, chemical weapons, and other weapons of mass destruction; as well as security
counterintelligence methods, tradecraft, and media reporting
Khalid Sheikh Mohammed became the leader of Al Qaeda’s media committee

Social Media and Terrorism – the propaganda machine
Dabiq
“a periodical magazine
focusing on the issues of tawid
(unity), manhaj (truth‐
seeking), hijrah (migration),
jihad (holy war) and jama’ah
(community).”

• Eight issues of Dabiq have been published so far. The most recent, “Shari’ah Alone will Rule Africa” focuses on Islamic State
successes, leaving out defeats in Iraq and Syria to focus on Africa. Emphasizes the pledge of allegiance from Boko Haram in
Nigeria and terror attacks in Libya and Tunisia. Glorifies the child solider program and undermines other AQ affiliates.

Social Media, Con’t

Mohammed Emwazi AKA “Jihadi John”
Studied Information Systems
Labeled as “ISIS’s top propagandist” and top recruiter

Cahya Fitrianta
• Cahya Fitrianta, an Indonesian hacker accessed
money from a website and laundered it to fund
terrorist activity in the Central Sulawesi city of
Poso was convicted by the West Jakarta District
Court in 2013.

Cahya Fitrianta was sentenced to eight years in prison and
ordered to pay a Rp 500 million ($51,000) fine.
Prosecutors had sought a 12‐year sentence.

Terrorist Landscape in 2015
• ISIL
- Airstrikes, and governance issues will constrain growth in Iraq
- Iranian backed Iraqi Shiite militias will hinder yet help ISIL
- Growing presence in Algeria, Egypt, Libya, Afghanistan, Pakistan, Yemen
- Status of foreign fighters

• Core al‐Qaeda
- Can it reconstitute and become a significant threat

• al‐Qaeda affiliates
- Ability to recruit and grow
- Status of foreign fighters / training
- Threats posed by al‐Shabaab / AQAP

• Internet / social media sophistication (Inspire / Dabiq)
• Conflict between ISIL and al‐Qaeda
• Taliban resurgence in Afghanistan
• Boko Haram’s brutal multi‐front offensive / regional response
- Nigeria, Cameroon, Chad, Niger, Benin task force

Most Significant Threats to the West

• Syria
- Islamic State (ISIS / ISIL)
- Foreign Fighters (Western Passport Holders)
• Violent homegrown extremists
• Al‐Qaeda in the Arabian Peninsula (AQAP)
• This does not diminish the threats from al‐Qaeda, other al‐
Qaeda affiliates, Hizballah, and other terrorist groups

Initiatives to Disrupt ISIL’s Funding Flows
• FATF Report (February 2015)
- Financing of the Terrorist Organization Islamic State in Iraq and the Levant (ISIL)
 The report highlights new and existing measures to disrupt ISIL financing
- Includes measure to detect ISIL fundraising efforts through social media

• Counter‐ISIL Financing Group (CIFG)
- Representatives from 26 countries and several multilateral organizations met in March 2015, to
agree on action plan to further understanding ISIL’s financial and economic activity

• Bipartisan Congressional task force to investigate terrorist financing
- Formed by House Financial Services Committee
- Created to improve U.S. efforts to choke off terrorist financing

Observed Business Model for a Terrorist Organization
• Mission statement
• Desired infrastructure
- Political and or social wing(s)
- Military wing

• Funding requirements
- Must have ability to raise, move, store and spend money to sustain organization
and operations
- Desired capacity

• Funding sources
- Licit / illicit
- Must be sufficient to support infrastructure and capacity

• Funding mechanisms
- Formal / informal financial mechanisms

Internet Recruitments
• Zachary Adam Chesser wrote scathingly about people who voiced support for the mujaheddin but who made no move to join them.
• For months, the radical young Muslim convert had been waging war online, championing violent jihad from his computer in Northern
Virginia
• "Your fingers glide over cold steel whilst mine merely grace the empty plastic of my keyboard," the 20‐year‐old white suburbanite posted
to his Web site, themujihadblog. "If I die in this land then what will I say to Allah? 'O Allah I was just going to wait until the mujahideen
reached America. I swear I would have joined them, but they took too long.' "

Recruitment Made Easy

Deep Rooted Links to Minneapolis

Financial Red Flags
• IP logins in areas of conflict
- Transactions in Syrian border area (Turkey / Jordan / Lebanon)
- Transactions in Yemen and Pakistan

• Periods of transaction dormancy
- Training camps / combat

• ATM cash withdrawals in areas of conflict
• Wire transfers to areas of conflict
• Charitable activity in areas of conflict
- Particularly in Syria

• Uptick in student loans / account closures / payment of debts
- Purchase airline tickets to travel overseas

Bitcoin and ISIS
• ISIS‐Linked Blog: Bitcoin can Fund Terrorist Movements Worldwide
• In July 2014, ISIS proposed using Bitcoin to fund global jihadist efforts. A blog post entitled ‘Bitcoin and the Charity of Violent Physical
Struggle’ outlines a use case for Bitcoin as a vehicle for terrorist financing, noting that its pseudonymous transaction capability fits well
within the needs of jihadist organizers.
- The blog states:
 “This system has the potential to revive the lost sunnah of donating to the mujahideen, it is simple, easy, and we ask Allah to
hasten its usage for us.”
 The article specifically calls for ISIS to use DarkWallet as a platform of funding, saying:

DarkWallet’s beta release will be published within the next coming months, the mujahideen of Dawlatul Islam would simply
need to set up a wallet and post their wallet address online. Then, Muslims from across the globe could simply copy the wallet
address, login to their [wallets], purchase whatever amount of bitcoin they wish to send, and send them over.”

Our Challenge
• Challenge in confronting terrorism threefold:
- Continue to contain and disrupt the threat of terrorism through military, diplomatic, intelligence,
law enforcement and sanctions counterterrorism measures
 Public sector interagency collaboration
 Requires cooperation, communication, coordination
- Work with communities to educate and counter radicalization and violent extremism
 Public and private sector partnership
 Take opportunity to exploit rift between al‐Qaeda and ISIL by exposing the falsity of their
internet / social media propaganda
- To disrupt and prevent the flow of funds to and from terrorist organizations and operatives
 Public and private sector partnership
 Identify and exploit financial chokepoints and vulnerabilities of terrorist groups

Questions?
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